Kubepb6e3sonacHocTtb 2026:
TBOS ULMPpPOBaA KPenocCTb

[nAa No 3awuTe AaHHbIX U IMYHOCTU B COBPEMEHHOM MUpeE




Baw umdppoBoun
cjsieq— 3TO TOBap

o AKTUBHbIN cnep: To, YTO Bbl Ny6ANKYeETE
camu (NocTbl, POTO, KOMMEHTapUN).

 [laccuBHbIN cnep: To, YTO cobupaeTcs
He3aMeTHo (IP-agpec, nctopus noncka,
reoniokauus, Moaenb YCTPONCTBA).

* Puck: [1aHHble n3 cnmBoB (Hanpumep,
Delivery Club) HaBcerga octatoTcs B CETH
M UCNOSb3YHOTCA ANS CO34aHUA LUPPOBOro
npoduna unn aTak.

«MAHTEepHeT NOMHUT 6oNblLue,
YyeM BaM XOTeNnochb obi».



CouuanbHasa HXXeHepuS:
B3n10oM yenoBeka, a He CUCTEeMbl

Onpepenenune: MaHUNynauus nogbMu € LeNbko
nobyauTb UX COBEPLUNTb AEUCTBUA UK pasrnacuTb
KOHDUAEeHUManbHyO MHGoOpMaLMIo.
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Tpurrepbl B3noma:

e Ctpax: «Balu akkayHT 3a6/10KupoBaH!»
* Jlio6onbiTcTBO: «CMOTPWU, YTO NPO TEBS Hanucanu!»
o XXanocTtb: «CPOYHO HYXXHbl AE€HbIM Ha onepaLuio.

MOLLEHHUKM ULLYT YA3BUMOCTH B Balliei .
CUXONOrMK, a He B NPOrpaMMHOM Kope. |



Pbi6anka Ha faHHbIe:
AOUILUHI, BULLUHT, CMMLLUMHI

Ouwunnr (Phishing): CmuwmHr (Smishing): Buwunr (Vishing):
[ToapenbHble CauTbl U SMS ¢ onacHbIMK [010C0BOE MOLLEHHUYECTBO.
nucbma. Beerpa ccbinkamm (Hanpumep, 3BOHKM OT «CNyXObl
nposepanTe URL BpyyYHyto. «[locTaBKa OTMEHEHaY). 6e30MacHOCTM.

Action: He nepexoauTe No cCbi/IKaM.
NMepe3BaHuBauTte no opuuanbHbiM HOMeEpaM.



Oundenku: Korga
rna3sam um ywiam BepuTb
HeNb3s

o Ayamno-agundeunku: UM knoHmnpyet
ronoc 6,1M3KOro YenoBeka c
TOYHOCTbIO A0 95% onsg npocbbbl O
CPOYHOM NepeBoae AeEHeEr.

« Bupeo-gundenku: NopaenbHole
BUOEO03BOHKM OT «HayanbCTBa» Uu
«POAOCTBEHHUKOB.

» MeTop 3aWwiuTbl: [JoroBOpUTECH C
6/1M3KUMK O KOJ,0BOM CJ1I0BE A1
NOATBEPXKAEHMA TIMYHOCTU B
3KCTPEHHbIX CUTYaLUsIX.




(durHaHCOBbIE JIOBYLUKW
U NIerkue ieHbru

 «be3onacHbIi cyeT»: Mud.
CoTpyaHuku LIb unn nonuuuu
HUKOrga He npeanaratoT NepeBecTy
NeHbrM Ha «6e3onacHbl CYET».

* AIHBeCTULIMOHHOE MOLLEeHHUYECTBO:
DenkoBble KpUNTOOUPXU U
nnaTtdopMbl, obellatoLme
rapaHTUpPOBaHHbIN JOXOA,.

* HanuyHble: TpeboBaHWe CHATb
Hann4Hble N NnepeaaTb Kypbepy —
100% npu3HaK MOLLEHHKYecTBa.




MoLLueHHUYeCTBO B coLceTax U JIo)XKHaa Texnoaaepixka

denkoBble KOHKYPCbI: Jlo)KHasa Texnognepixka:
Ccbinku Tnna «lporonocyn 3a MeHs» BeAyT Ha BcnnbiBatolwne okHa «Bal K 3apaeH!» ¢
GULLMHIOBbIE CalTbl ANA KpaXku napons. HOMepOoM TenedpoHa MOLLIEHHUKOB.

maBHoe npaBuno: Hukorga He coo6wante Koabl u3 SMS u Push-yBegomnenuit (2FA).

JTO K/IOYU OT Ballen UM@PpPOBOU XXU3HM.




BpepoHocHoe [10:
HeBuaumbie Bparu

* CAMNTOMBbI 3apa)KeHus:
3amepneHune paboTbl, HOBbIE
pacLuMpeHus B bpaysepe,
CaMOonpoun3BOJibHbIE
nepesarpysKku.

e lLindposanbuuku (Ransomware):
[TporpamMmbl, KOTOpbIe WN@pPyLoT
dainbl n TpebyIoT BbIKY.

* LLinnoHckoe MO (Spyware): Cnegut
3a BBOZIOM KJ1aBMaTypbl U
aKTUBHOCTbIO 9KpaHa.

* UcTouHKK: MNnpaTcKkuin cogr,
TOPPEHTbI, 3apaxeHHble USB-¢pneLukw.




Yrpo3bl cetu: Wi-Fi
U DDoS-aTtaku

e My6nuyHbin Wi-Fi: OTKpbITble ceTu B Kade
nepeparoT JaHHble B OTKPbITOM Buae. He
MCMoNb3ynTe UX Ans 6aHKOBCKUX ornepauni
6e3 VPN.

e DDoS-atakum: [leperpyska cepBepoB
MWSIMOHaMM 3aMnpoCOoB C 3apa)XeHHbIX
yCTPOUCTB (BOTHETOB).

e 3awuTa aoma: IamMeHunTe cTaHAapPTHbIN
naponb poyTtepa, oTkaunte UPnP n
yAaneHHoe agMUHUCTPUpoOBaHHKE.
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O Ctatuctuka: 27% peten CTanknuBanucb ¢ KU6epobynnmHrom, Ho TonbKo 8%
poauTenen 3HaroT 06 ITOM.

O OokcuHr (Doxing): Myénukaumna NMYHbIX AaHHbIX (aapec, WKona) Ans TpaBu.
O CrankuHr: Cnexka yepes reoterm 1 YeKMHbl B COLICETAX.

O Cosert: He BCcTynaunTte B gnarnor ¢ arpeccopoM. bnokunpynrte u coobuiante
agMUHUCTPaUMn NnaTOopMbil.



[lepBas N"MHUSA 0O6OPOHDI:
[Maponu u MOA

e Maponu: MMHUMYM 12 CUMBOJIOB, pa3sHble
ANA Kaxaoro canta. cnonbsyute
MeHe)Kep naposeun.

e MOA (MFA): MHorodakTopHas
ayTeHTuduKauus. TpebyeT He TONbKO

3HaHue (naponb), HO U BNaieHne
(TenedoH) nnm ceoncTeo (bUomMeTpus).

e [MpaBuno: Bknitouute 2FA Be3ge, rae ato
BO3MOXHO (locycnyru, couceTu, noyra).



[MporpaMmMHas 3awumTa:
AHTUBUPYCHI N
OOHOBJ/IEHUS

e PRO32: 3awuTa Be6-Kamepbl U
6a30BbIX yrpos.

o Kaspersky Internet Security: 3awura B
peanbHOM BPEMEHU U OT (ULLIKHra.

* Dr.Web Security Space: bnokupoBka
LUNGDPOBANbLLINKOB K ONacHbIX Be6-
pecypcos.

e O6HOBNEHMA: YCTaHaBNMBaNTe naTyu
OC 1 npunoXxeHnn cpasy — OHU
3aKpbIBaloT Ablpbl B 6€30MacHOCTH.




Kputnyeckoe MbiluyieHUne — ﬂyql.llldﬁ dHTUBUPYC

* Yenoseyeckuit hakTop: MpoTUB coLManbHOR MHXeHepuu paboTaeT TONbKO Balll MO3T.
* [lpuHUMN HyneBoro foeepus: Ecnu npeanoXeHue CIUWKOM XOPOLLO, YTO6bl ObiTb NPaBAOK — 3T0 06MaH.
» [ay3a: MoweHHK1KM ToponAT («CpouHo!»). BosbMmuTe nay3sy, 4To6bl NPOBEPUTL PAKTbI.



HeK-NUCT
LLU(PPOBOU NMMrueHbl

| | HacTpouTtb ABYX(paKTOPHYHO
ayTeHTUPUKaLuIo (2FA5).

| | NMpoBepuTb HAaCTPOIIKK
NPUBATHOCTM B COLICETAX.

| | Yoanutb Heucnonb3yemble
aKKayHTbl.

| | lenatb perynspHbie pe3epBHble
Konuu (63kanbl).

| | CkaumBaTb NpUNOXKEHUS TONbKO
M3 0QULMaNbHbIX MaraauHoB
(RuStore, App Store, Google Play).



byabTe yMHee XaKepoB

Balla 6e30nacHOCTb B BaLLIUX PyKax.

«B Mupe, rge TeXHONI0rMn CTUparoT

rpaHb MeXay npaBAon U NOXbto, Balla
6AUTENBHOCTb — NYYLLIWUA LLUTY.
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